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Subject objectives

The aim of the course is to familiarize students with the specific material and technological challenges in the
field of protection and security, with particular emphasis on sectors related to medical care, human and
environmental protection under biological and chemical threat conditions, critical infrastructure protection,

and dual-use technologies.

Students acquire both theoretical and practical knowledge through study visits to research institutes and
R&D centers operating in the area of protection and security, as well as through lectures and presentations
delivered by experts from the socio-economic environment. The course also develops students ability to
critically analyze material-related problems and to identify key technological challenges in the above-

mentioned areas.

Learning outcomes

Course outcome

Subject outcome

Method of verification

[K7_U06] is able to apply acquired
specialist knowledge to problems
in other physical, natural, or
technical sciences and to critically
analyze and evaluate the
functioning of the adopted
solutions

The student can apply specialized
nanotechnology knowledge to
interdisciplinary protection and
security problems and critically
assess the effectiveness and
limitations of existing technological
solutions.

[SU2] Assessment of ability to
analyse information

[K7_WO03] has knowledge of
current development trends and
the latest discoveries in the fields
of physics, chemistry, technology,
and applications of nanostructures

The student is familiar with current
development trends and recent
advances in nanostructure
technologies and their applications
in protection and security systems,
including dual-use technologies,
based on real-world case studies
and expert contributions.

[SW3] Assessment of knowledge
contained in written work and
projects
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Subject contents Course content — lecture

1. Introduction to technologies and materials used in protection and security systems, including
applications in:

« the medical sector and battlefield medicine,
»  biological and environmental protection,
*  the military sector.

2. Dual-use technologies: definition and selected examples.

3. Lectures and discussions led by experts, including:

»  case studies - analysis of real-world material-related problems in protection and security sectors,
»  exchange of experience and discussion of conclusions relevant to the development of nanomaterials
and advanced technologies.

Prerequisites
and co-requisites

Assessment methods Subject passing criteria Passing threshold Percentage of the final grade

and criteria Active participation in classes and |50.0% 40.0%
discussions with experts

Preparation of a short analysis or |50.0% 60.0%
reflective report on selected case
studies or material-related
problems discussed during the

course
Recommended reading Basic literature [1] Bezpieczenstwo przysztosci wybrane zagadnienia, redakcja
naukowa Rafat Miernik, Tomasz Jarocki, Wydawnictwo UJK Kielce,
2023
[2] Inzynieria systeméw bezpieczenstwa, redakcja naukowa Piotr
Sienkiewicz, Warszawa, PWE, 2015
Supplementary literature [3] https://ik.org.pl/2024/12/27 technologie-dual-use-nowe-wyzwania-i-

mozliwosci-dla-europy/ [luty 2026]

[4] Grzegorz Gierelak, https://defence24.pl/sily-zbrojne/medycyna-
przyszlosci-na-polu-walki-inteligentne-technologie-zwieksza-szanse-
przezycia-zolnierzy-czesc-i [4 lipca 2025]

eResources addresses

Example issues/ Criteria for the selection of protective materials for battlefield conditions.

example questions/
tasks being completed

Material challenges in the development of biological and chemical barriers.

Case studies of dual-use technology applications in the security sector.

Risk assessment and environmental safety aspects of nanomaterial applications.

Practical activites within Not applicable
the subject
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